
Data Collection Disclosure 

 

This page informs you of the data that is collected and transmitted by VicOne's security products, as 

part of providing you with the security functions of these products. 

 

xAurient 

xAurient is VicOne's action-ready automotive threat intelligence platform. It delivers contextual, AI-

powered threat intelligence by continuously monitoring over 7,000 dark web, deep web, and open-

source intelligence (OSINT) sources. xAurient maps threats to vehicle components and aligns with 

ISO/SAE 21434, UN R155, and the Auto-ISAC Automotive Threat Matrix (ATM). 

 

Default (non-disableable) collection 

It is necessary to collect this data to provide the security functions of this product. Therefore, you 

cannot disable these features. If you do not want VicOne to access this data, you should stop using the 

product. 

 

Feature Data Collected Configuration Purpose 

Automotive Threat 

Intelligence 

Profiling 

• Organization / Fleet 

Profile 

• Vehicle Make & Model 

Data 

• Priority Intelligence 

Requirements (PIRs) 

Customer-controlled • Tailored risk profile generation 

• Vehicle-component-level 

threat mapping 

• Attack path analysis aligned to 

Auto-ISAC ATM 

 

Configurable Features 

The following features can be enabled or disabled by the customer. Disabling a feature stops the 

associated data from being collected and transmitted. 

 

Feature Data Collected Configuration Purpose 

Brand & Product 

Intelligence 

Monitoring 

• Custom Brand / Product 

Keywords 

• Model-Specific Search 

Terms 

User-configurable 

(enabled by default) 
• Brand protection against 

vehicle data leaks 

• Targeted dark web threat 

monitoring 



• Dark Web Mention Alerts • Theft and unauthorized access 

incident detection 

Reporting • Report Delivery 

Preferences 

• Scheduled Reporting 

Configuration 

• Recipient / Distribution 

List 

User-configurable 

(disabled by default) 
• Automated intelligence digest 

delivery 

• Stakeholder-specific risk 

summaries 

• Periodic threat landscape 

updates 

 

Data Controller & Privacy Contact  

VicOne processes data as described above as data processor on behalf of its customers, on the basis 

of contract performance (Art. 6(1)(b)) and/or legitimate interests (Art. 6(1)(f)). For privacy 

inquiries or to exercise your data subject rights, contact gdpr@vicone.com. You also have the right 

to lodge a complaint with your local data protection authority. 

 

mailto:gdpr@vicone.com

